\ W W J - | [ |

F IUII lll [] ||
NL B ||

MANAGED NETWORK SECURITY

il A J Al | [ | ||
Best eSecurity Protection from )(EEFENDERE INC.

INFORMATION SECURITY SOLUTONS
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DefenderWall Appliances from xDefenders, help you enforce and manage a robust Information Security
Architecture. The DefenderWall is affordable, flexible and includes a complete suite of Internet Security
Applications, providing “defense-in-depth”. xDefenders incorporates Best Security Practices to protect your
applications, databases, systems, and networks.

Security Services

xDefenders works as a member of your I/T team, providing pro-active system and security administration. As
your trusted security partner, we provide management and monitoring of key security infrastructure and ser-
vice components. xDefenders manages and monitors Firewalls, Intrusion Prevention Systems (IPS),

Intrusion Detection Systems (IDS), and Central System Log Servers to deliver a centralized, integrated secu-
rity solution. xDefenders provides a Service Level Agreement (SLA) and Escalation Plan to insure the safety
and availability of your information assets.

Security Operations Center (SOC) in Rochester, NY - Our state-of-the-art security management
facilities are SAS 70 certified and located in a secure Tier 4 Class data center. The center has redundant
power, ISP connections, and management consoles are staffed 24x7. Our security analysts use correlation
engines to identify faults, attacks, and escalate immediately, according to client plan.

Standard Defender Services include remote monitoring, operating system updates, application software
support and subscription, timely database updates, administrative support, and next day hardware
replacement, Monday thru Friday from 8:30 am to 5:30 pm. DefenderPro Services offer management and
monitoring services with a rapid response and administrative support, 24 hours per day, 7 days per week,
leveraging the SOC resources. SOC staff monitor for attacks and escalate response according client policy

Managed Services include:

System Administration Security Administration

Real-time Monitoring for Availability Rule Sets Optimization and Testing
Back-Up Management CISSP Advice and Guidance

Next Business Day Replacements Technical Phone and email Support
Management Reporting Escalation Plans

Company History

Founded in 2003, xDefenders has focused exclusively on Information Security for business. We have
“Enterprise-class” experience with systems, networking, web application development, and proven method-
ologies. xDefenders has a large client base across the USA. The company was acquired by Synergy Global
Solutions, based in Rochester, NY in April of 2007. Synergy was founded in 1971 and has over 200 employ-
ees with offices across Western New York.

www.xDefenders.com 1100 Pittsford Victor Road, Pittsford, NY 14534 (585) 385-2770
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AppDefender Protects critical Web applications with this reverse proxy, HTTP/S firewall with IPS. This
appliance provides SSL off-loading, blocks SQL-injections, malware attacks, and data leak prevention. See
www.owasp.org for a list of web application attacks that are detected and prevented.

ESM—Enterprise SysLog Manager Collects syslog data from critical systems and network devices into a
central database. Graphical Web Interface makes it easy to search the database for answers. Historical,
forensic data is stored. “Learn- mode” sets thresholds unique to your environment. Daily Over-Threshold
Report focuses your attention on major issues. A correlation engine (Bacon) provides real-time alerts with
escalation. Compliance (Access) Reports automatically produced for management.

NetDefender The Intrusion Detection System (IDS) includes the industry leader—Snort (signature
database), BASE (reporting) and Bacon (correlation and escalation engine). The built-in Honeypot will
immediately detect malware on your network and alert. ARP Monitoring will correlate MAC and IP addresses
to detect “man-in-middle” attacks, with automatic reporting.

MailDefender This policy-based solution will eliminate SPAM and Viruses from your email environment at
the gateway level. Incorporates Grey-Listing, LDAP integration, Real-Time Black-hole Lists, Scoring Spam
Filter Levels, and Virus updates from 3 different sources. User Quarantines and Threshold settings. Detailed
Reporting and forensic research capability.

MonMan Remote management and monitoring of Cisco ASA, Pix, Fortigate, Security Routers, and other
network devices. Connects to the serial port of the Firewall and to the external network. Up-time monitoring
and syslog event data is collected at our SOC. Alerts are monitored 24x7. Formal Compliance Reports and
Logs are emailed to you regularly.

SysDefender “Test and Patch” security strategy for identifying internal and external network & system
Vulnerabilities. Thousands of tests are performed with vendor-based remediation advice provided. This
portable appliance reduces your cost of security testing. Reports are based on proven methods and reveal
“Risk Levels”. Executive Summary and Detailed (HTML) Reports are delivered with CISSP consulting.

WebDefender Enforces your Internet Acceptable-Use-Policy. This Web Content Filtering solution restricts
access to undesirable web sites. Provides web caching, LDAP integration, group support, plus user and site
detailed reporting. Based on the popular SmoothWall (forward proxy) application or the powerful,
Cymphonix Net Composer appliance. Composer is an in-line firewall with bandwidth shaping.

on rackable, scalable HP servers. professionally designed, deployed,
managed and monitored by xDefenders.

(ﬁp] DefenderWall appliances are based Symantec Endpoint Protection (SEP) is

Cisco ASA, PIX, Security Routers,
Fortigate and SonicWall appliances are
professionally managed and monitored, 24x7.
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